Under Secretary for Science
Washington, DC 20585

March 2, 2007

MEMORANDUM FOR THOMAS N. PYKE
CHIEF INFORMATION OFFICER

P

FROM: RAAM

SUBJECT: Office of Science Program Cyber Security Plan

Attached is the Office of Science’s Program Cyber Security
Plan. This Plan has been developed in accordance with the
Unclassified Computer Security Order 205.1. It was developed
with Site Office and National Laboratory input through a series
of workshops and electronic mail distributions that defined the
cyber security direction for the Office of Science based on the
Office of Chief Information Officer (OCIO) directives,
National Policy, risk and cost.

This PCSP establishes, at the highest level, cyber security
requirements for both Federal and contractor staffs that are
consistent with the OCIO’s goals and appropriate for the Office
of Science.
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Department of Energy
Washington, DC 20585

March 2, 2007

MEMORANDUM FOR RAYMOND L. ORBACH

FROM:

SUBJECT:

ISSUE:

BACKGROUND:

UNDER SECRETARY FOR SCIENCE

MICHAEL R. ROBERTSON Zpelact £ ke T

SCIENCE INFORMATION OFFICER

OFFICE OF INFORMATION TECHNOLOGY MANAGEMENT

ACTION: Approval of the Program Cyber Security Plan

In accordance with the Unclassified Computer Security Order
205.1, each Under Secretary is required to develop and approve
cyber security requirements for their Program.

The attached Program Cyber Security Plan (PCSP) was
developed with Site Office and National Laboratory input
through a series of workshops and electronic mail distributions
that defined the cyber security direction for the Office of
Science based on the Office of Chief Information Officer
(OCIOQ) directives, National Policy, risk and cost. The PCSP
establishes, at the highest level, cyber security requirements for
both Federal and contractor staffs that are consistent with the
OCIO’s goals and appropriate for the Office of Science. This is
a revision of the previous Office of Science PCSP dated

September 2004,

This PCSP is formatted as an SC Management System
Document and will be promulgated to the SC organization
through this new OneSC mechanism for providing consistent
guidance to our entire organization.

RECOMMENDATION: It is recommended that you approve and sign the Program

Approve:

Disapprove:

Cyber Security Plan for the Office of Science.
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Date: Hlareh. 2 , A00F
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